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Whose Job is Cybersecurity?  
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The Threat is Real
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The Threat is Real – Here in Montana 

Montana State University Ransomware Attack | The Cyber Express 

Hackers Compromise 1.3 Montanans Health Records | Reuters 

https://thecyberexpress.com/montana-state-university-ransomware-attack/
https://www.reuters.com/article/us-usa-hacker-montana/montana-health-record-hackers-compromise-1-3-million-people-idUSKBN0F006I20140625
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CISA/HHS Cybersecurity Toolkit
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Link to CISA/HHS Toolkit

• Released Oct 25th 2023
• Consolidates CISA and HHS 

resources such as:
• CISA Cyber Hygiene
• HHS Health Industry 

Cybersecurity Practices 
(HICP)

• HPH Sector Cybersecurity 
Framework Implementation 
Guide

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
https://www.cisa.gov/cyber-hygiene-services
https://405d.hhs.gov/information
https://405d.hhs.gov/information
https://aspr.hhs.gov/cip/hph-cybersecurity-framework-implementation-guide/Pages/default.aspx
https://aspr.hhs.gov/cip/hph-cybersecurity-framework-implementation-guide/Pages/default.aspx
https://aspr.hhs.gov/cip/hph-cybersecurity-framework-implementation-guide/Pages/default.aspx
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CISA/HHS Toolkit Homepage
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Link to CISA/HHS Toolkit

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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CISA/HHS Toolkit: Cyber Hygiene
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Link to CISA/HHS Toolkit

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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CISA/HHS: Resiliency Landscape Analysis
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Link to CISA/HHS Toolkit

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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CISA/HHS: Resiliency Landscape Analysis
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Link to CISA/HHS Toolkit

Key Findings
1) Growing threat of ransomware
2) Variable adoption of critical security 

features
1) MFA
2) Vulnerability Assessments
3) Training & Outreach
4) Hospital-at-Home

3) Email protections are way up!
4) Supply chain risk is pervasive 
5) Medical devices generally aren’t targeted

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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CISA/HHS: Resiliency Landscape Analysis
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Link to CISA/HHS Toolkit

Key Findings
6) Inconsistency across health orgs
7) Use of antiquated hardware, 

software, and systems
8) Insurance premiums continue to 

rise
9) Recruiting and retaining cyber 

talent is a challenge
10) Adopting Health Industry 

Cybersecurity Practices works!!

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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CISA/HHS Toolkit: Cyber Hygiene
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Link to CISA/HHS Toolkit

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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CISA/HHS: HICP Guide on Managing Threat
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Link to CISA/HHS Toolkit

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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Health Industry Cyber Practices
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• The Main Document discusses the current cybersecurity 
threats facing the HPH sector. It sets forth a call to action for 
the HPH sector, especially executive decision makers, with the 
goal of raising general awareness.

• Technical Volume 1 outlines the ten HICPs for small healthcare 
organizations. It is intended for use by IT and/or cybersecurity 
professionals, it also serves to guide organizations on what to 
ask their IT and/or cybersecurity teams or vendors.

• Technical Volume 2 outlines the ten HICPs for medium-sized 
and large healthcare organizations. It is intended for IT and/or 
cybersecurity professionals.



Joe Frohlich
June 10, 2024

HICP Main Guide on Managing Threat
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Link to CISA/HHS Toolkit

Health Industry Cyber Practices

CSP 1. Email Protection Systems
CSP 2. Endpoint Protection Systems
CSP 3. Access Management
CSP 4. Data Protection and Loss Prevention
CSP 5. Asset Management
CSP 6. Network Management
CSP 7. Vulnerability Management
CSP 8. Security Operation Centers and 
Incident
Response
CSP 9. Network Connected Medical Devices
CSP 10. Cybersecurity Oversight and 
Governance

Cyber Threats

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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CISA/HHS Toolkit Homepage
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Link to CISA/HHS Toolkit

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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CISA/HHS Toolkit: Strengthen Your Defenses
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CISA/HHS Toolkit Homepage
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Link to CISA/HHS Toolkit

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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CISA/HHS Toolkit: Address Resource Constraints
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Link to CISA/HHS Toolkit

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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CISA/HHS Toolkit: Knowledge On Demand
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Link to CISA/HHS Toolkit

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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CISA/HHS Toolkit: Knowledge On Demand
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Link to CISA/HHS Toolkit

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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Sampling of Voluntary & No-Cost Cybersecurity Offerings

• Assessments & Evaluations
• Strategic

• Healthcare Cybersecurity Performance 
Goals (CPGs)

• Cyber Resilience Review (CRR™)
• Cyber Resilience Essentials (CRE) 
• Cyber Infrastructure Survey (CIS)
• External Dependencies Management 

(EDM)
• Cyber Security Evaluation Tool (CSET™)

• Technical
• Vulnerability Scanning (CyHy)
• Remote Penetration Test (RPT)
• Risk and Vulnerability Assessment (RVA)

Preparedness Activities
• Tabletop Exercises 
• Security Alerts, Tips and other updates (US-Cert)

• National Cyber Awareness System
• ICS-Cert
• Known Exploited Vulnerabilities (KEV)

• Informational Products and Recommended 
Practices

• Outreach, Work group collaboration
• Cyber Exercises and Workshops
• Cybersecurity Training and Webinars
• Guides and “Playbooks”
• National Cybersecurity Workforce Framework
• October Cybersecurity Awareness Month

Incident Response Assistance
• Incident Coordination 
• Malware Next Gen Analysishttps://hphcyber.hhs.gov/performance-goals.html 

https://www.cisa.gov/downloading-and-installing-cset
https://hphcyber.hhs.gov/performance-goals.html


Joe Frohlich
June 10, 2024

Protected Critical Infrastructure Information Program
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Protected Critical Infrastructure Information (PCII) Program 
Guards Your Information  

• Sensitive critical infrastructure information voluntarily given to 
CISA is protected by law from
• Public release under Freedom 

of Information Act requests, 
• Public release under State, local, 

tribal, or territorial disclosure laws, 
• Use in civil litigation and 
• Use in regulatory purposes.
• To learn more, visit www.dhs.gov/pcii 

http://www.dhs.gov/pcii
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Cyber Performance Goals - Healthcare
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Cyber Performance Goals (CPGs) Assessment:
• Voluntary guidelines tailored to Healthcare 

organizations
10 Essential Goals establish a floor of safeguards that will 
better protect from cyber attacks, improve response when 
events occur, and minimize residual risk 

10 Enhanced Goals provide a path to reach the next level of 
defense needed to protect against additional attack vectors

https://hphcyber.hhs.gov/performance-goals.html  

https://hphcyber.hhs.gov/performance-goals.html
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Vulnerability Scanning

• Automated scanning of External-facing, Internet 
accessible systems (Top 1000 Ports, can include 
cloud sites)

• Weekly report card that includes current scan 
results, historic trends, Known Exploited 
Vulnerabilities, and comparisons to the national 
average

• Helps you understand your unique exposure

• Know what the Internet already knows about 
your environment!

29

Sign up by emailing 
vulnerability@cisa.dhs.gov 

with subject line 
“Requesting Cyber Hygiene Services”

mailto:vulnerability@cisa.dhs.gov?subject=Requesting%20Cyber%20Hygiene%20Services
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#StopRansomware
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Ransomware is a form of malware designed to encrypt files on a device, 
rendering any files and the systems that rely on them unusable. 

Malicious actors then demand ransom in exchange for decryption. 
StopRansomware.gov is the U.S. Government's official one-stop location 

for resources to tackle ransomware more effectively.

https://stopransomware.gov/
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Cyber Tabletop Exercises (CTTX)
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 Use CISA Tabletop Exercise Packages (CTEP) to help develop your own
• Healthcare & Public Health Sector Cyber CTEP Situation Manual
• Industrial Controls CTEP Situation Manual
• Ransomware CTEP Situation Manual
• Ransomware Third Party Vendor CTEP Situation Manual
• Vendor Phishing CTEP Situation Manual
• Healthcare and Public Health Suicide Bomber CTEP Situation Manual

https://www.cisa.gov/cisa-tabletop-exercises-packages 

 October 25, 2023 – Statewide Healthcare 
Cyber Incident Response TTX in 
Missoula – over 40 organizations joined!

https://www.cisa.gov/sites/default/files/publications/Healthcare-and-Public-Health-Sector-Cyber-CTEP-Situation-Manual-508-20220713.docx
https://www.cisa.gov/sites/default/files/publications/CISA%20Tabletop%20Exercise%20Package%20_ICS%20202000909%20v00_508.docx
https://www.cisa.gov/sites/default/files/publications/CISA%20Tabletop%20Exercise%20Package_Ransomware%2020200909%20v00_508_0.docx
https://www.cisa.gov/sites/default/files/publications/CISA%20Tabletop%20Exericse%20Package_Ransomware%20Third%20Party%20Vendor%2020200909_508.docx
https://www.cisa.gov/sites/default/files/publications/CISA%20Tabletop%20Exercise%20Package_Vendor%20Phishing%2020200909%20v00_508.docx
https://www.cisa.gov/sites/default/files/publications/Healthcare%20and%20Public%20Health%20Suicide%20Bomber%20CTEP%20%28MAR%202021%29%20Situation%20Manual_FINAL%20508.docx
https://www.cisa.gov/cisa-tabletop-exercises-packages
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Protective Security Advisor (PSA)
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 INFRASTRUCTURE SURVEY TOOL - Identifying facilities’ physical security, security forces, 
security management, information sharing, protective measures, and dependencies related to 
preparedness, mitigation, response, resilience, and recovery;

 Assist Visit – Identifies and recommends protective measures at facilities, provide comparison 
across like assets, and track implementation of new protective measures.

 Infrastructure Visualization Platform (IVP) – brings a facility’s digital floorplans to life by placing 
on it 360° panoramic photographs, immersive video, geospatial information, and hypermedia data 
of critical facilities, surrounding areas, and transportation routes that assist with security planning, 
protection, and response efforts.

 SAFE Tool The Security Assessment at First Entry (SAFE) tool is designed to assess the current 
security posture and identify options for facility owners and operators to mitigate relevant threats

CISA Protective Security Advisors

https://www.cisa.gov/protective-security-advisors
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Information Sharing Opportunities

Join H-ISAC: Health 
Information Sharing and 

Analysis Center

About H-ISAC

Health Sector Cybersecurity 
Coordination Center (HC3) | 

HHS.gov

Healthcare Sector Coordinating 
Council Cybersecurity Working 
Group - Health Sector Council

https://h-isac.org/membership-account/join-h-isac/
https://h-isac.org/membership-account/join-h-isac/
https://h-isac.org/membership-account/join-h-isac/
https://h-isac.org/h-isac-membership/
https://www.hhs.gov/about/agencies/asa/ocio/hc3/index.html
https://www.hhs.gov/about/agencies/asa/ocio/hc3/index.html
https://www.hhs.gov/about/agencies/asa/ocio/hc3/index.html
https://healthsectorcouncil.org/about/
https://healthsectorcouncil.org/about/
https://healthsectorcouncil.org/about/
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34

Cyber406 strives to improve Montana’s cybersecurity defensive posture across 
private and public sectors by increasing the state’s ability to prevent, identify, and 

eradicate cyber threat vulnerabilities through a systematic approach of 
Collaboration, Operations, Education, and Research.

https://www.cyber406.org/
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Incident Reporting
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Montana Analysis and Technical Information 
Center (MATIC): 
406-444-1318

CISA Central 24x7 contact number: 
888-282-0870 

Report an Incident: www.cisa.gov/forms/report

  

https://www.cisa.gov/forms/report
http://www.cisa.gov/forms/report
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The need to Work Together
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To secure the entire network (IT and OT), we need to work 
together. Realize the importance of each network and strive for 
safety, security and reliability

• Schedule a Monthly/Quarterly Senior leadership brief on cyber risk and potential 
impacts to your organization.
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CISA – MT Contacts

TRAVIS LIGHT
Cybersecurity Advisor
Helena, MT
(406) 894-8374
travis.light@cisa.dhs.gov  

ALBERT MENDOZA
Protective Security Advisor
Billings, MT
(406) 371-3585 
albert.mendoza@cisa.dhs.gov 

RANDY MIDDLEBROOK
Protective Security Advisor
Helena, MT
(406) 839-1165 
randy.middlebrook@cisa.dhs.gov 

JOE FROHLICH
Cybersecurity State Coordinator
Helena, MT
(406) 461-2651 
joseph.frohlich@cisa.dhs.gov 

mailto:travis.light@cisa.dhs.gov
mailto:albert.mendoza@cisa.dhs.gov
mailto:randy.middlebrook@cisa.dhs.gov
mailto:joseph.frohlich@cisa.dhs.gov
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