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Jan 6, 2025 
HIPAA Security 
Rule NPRM

1996: Health 
Insurance 
Portability and 
Accountability 
Act (HIPAA) 
enacted

1998: NPRM for 
the Security Rule

2003: Final Rule for 
the Security 
Standards published. 
Compliance by April 
20, 2005

2009: HITECH Act 
enacted, expanding 
the scope of the 
Security Rule, 
introducing Breach 
Notification Rule

2013: Omnibus 
HIPAA Final Rule - 
Modifications to 
the HIPAA Privacy, 
Security, 
Enforcement, and 
Breach Notification 
Rules under the 
HITECH Act

HIPAA Security Rule History 



• Lacked the specificity to know when an organization is “compliant”
• Misunderstanding of “Addressable” vs “Required” 

• Lack of understanding of “Security Risk Analysis”

• Increase in Third-Party Risk not fully addressed by Business Associate 
Requirements

• Some language is unenforceable

HIPAA Security Rule Challenges 



HIPAA Security Rule Challenges 



• Notice of Proposed Rule Making (NPRM) for HIPAA Security Rule 
• Comment Period open for 60 days (ended March 7, 2025)

• Alignment with 405(d) and CPGs
• Emphasizes written documentation – especially of plans and analysis

• Removal of “Addressable” and “Required” 

• Added specificity to the frequency of controls

• Updates definitions and revises implementation specifications to reflect 
changes in technology and terminology

HIPAA Security Rule NPRM



HIPAA Security Rule – Proposed Administrative Changes

Maps your ePHI and how it flows 
throughout the environment. Updated 
annually. 

Technology asset inventory 
and network map

Leverages technology inventory and asset 
map, documents threats to CIA, vulnerabilities 
and “predisposing conditions,” risk levels

Increased specificity of Risk 
Analysis

Require notification of certain regulated 
entities within 24 hours when a workforce 
member’s access to ePHI or certain electronic 
information systems is changed or terminated.

Notification Requirements

Regular review of P&P to see if they are 
working as intended

Compliance Audits

Require BAs verify they have deployed 
”technology safeguards” by a “Subject 
Matter Experts” on an annual basis

Third-Party Management

Test for effectiveness at least every 12 
months. 

Reviews and tests of security 
measures



HIPAA Security Rule – Proposed Technical Changes

Implement different network segments 
to separate sensitive data from other 
systems.

Requires Network Segmentation

Require anti-malware protections, 
“extraneous” software removal, disable 
network ports in accordance with Risk 
Analysis.

Technical Security 
Enhancements

Requires encryption of data at rest and in 
transit.

Encryption

Technical safeguard for portable 
devices extended to mobiles, tablets, 
and other portable devices.

Extension to Portable 
Devices

With limited exceptions. 

Requires MFA to access ePHI

Require vuln scanning at least every 6 
months and pen test every year.

Technical Testing



• Strengthens requirements for contingency planning and incident response to restore loss of data 
of “certain relevant” data within 72 hours 

• Requires organizations to perform an analysis of the relative criticality of their relevant electronic 
information systems and technology assets to determine the priority for restoration 

• Requires written procedures for incident response, as well as testing, and revising incident 
response plans

• Requires separate technical controls for backup and recovery of ePHI and relevant electronic 
information systems.

• Require BAA to notify CE (and subcontracts to notify BAs) upon activation of contingency plans 
within 24 hours

HIPAA Security Rule – Proposed Continuity-Related 
Changes



• Resource concerns (both time and people)
• Potential for new policies, procedures, and safeguards

• Procurement considerations for new tools or services
•  Third-party management, technical testing, MFA, recovery

• Staff training and knowledge sharing
• Increased alignment with 405(d) and HPH Cyber Performance Goals

HIPAA Changes - Implications

https://405d.hhs.gov/
https://hhscyber.hhs.gov/performance-goals.html


HIPAA, 405(d), & CPG

HIPAA 
Security 

Rule

405(d)



• Build out security controls using 405(d) as a baseline
• Develop complete and accurate asset and data flow diagrams
• Collect and review inventory of Business Associates
• No need to jump now!

• Final Rule will have changes
• Compliance not required until after Final Rule is published
• Will have time to comply

• Most changes align with industry security frameworks, so aligning with 
one will increase security posture and minimize required changes

Next Steps







THANK YOU
Enjoy the rest of your day.
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